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ABSTRACT

In recent years, the increasing sophistication and proliferation of
cyberthreats have underscored the necessity for robust network
security measures, as well as a comprehensive approach to cyber-
protection at large. As cyberthreats are continuously more and
more complex, and their detection, response and mitigation of-
ten involve dealing with big data, the need for novel solutions is
present also in cyber-criminal law enforcement (LEA) and network
forensics contexts. Traditional, anomaly-based or signature-based
intrusion detection systems (IDS) often face challenges in adapting
to the evolving cyberattack landscape. On the other hand, Machine
Learning (ML) has emerged as a promising approach, proving its
ability to detect complex patterns in big data, including applica-
tions such as intrusion detection and classification of threats in the
network environment, with high accuracy and precision (reduced
rate of false positives). In this paper we present the Trustworthy
Cyberattack Detector tool (TCAD), benefiting from the machine
learning algorithms for the detection and classification of cyberat-
tacks. TCAD can be used for monitoring the network in real-time
and for offline analysis of collected network data. We believe that
the TCAD can be successfully applied for the task of detecting
and classifying evidence during criminal investigations related to
network cyber attacks, but also can be helpful for the correlation
of discovered network-based events over time with other collected
non-network evidence.
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1 INTRODUCTION

Digital forensics is a branch of forensic science, also known as
criminalistics, which focuses on the gathering, examination, and
understanding of electronic data to address criminal cases, fre-
quently associated with cybercrime. In recent years, this area has
been developing dynamically, mainly due to the rapid development
of information technologies and the increasing importance of elec-
tronic data in today’s world. One of the main areas of development
of digital forensics is the development of tools and techniques en-
abling more effective and comprehensive search and analysis of
electronic evidence. The rapid development of Artificial Intelligence
(AI) and efforts of organizations specializing in providing software
for law enforcement purposes enable more effective tracking and
reconstruction of suspicious online activities in the digital environ-
ment. As technology evolves, digital forensics has to also adapt to
the new challenges and threats. For example, the growing popu-
larity of cloud computing or the Internet of Things (IoT) requires
continuous improvement of techniques for obtaining and analyzing
data from various types of devices and IT environments. The Al
and cyber-protection tools used for forensic purposes also have
to comply with laws and regulations [16], and take into account
ethical issues [13-15].
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In this paper, the Trustworthy Cyber-Attack Detector (TCAD)
is presented — the tool developed as a part of R&I activities in the
European Commission co-funded Horizon 2020 project entitled
“Sustainable Autonomy and Resilience for LEAs using Al against
High priority Threats” (STARLIGHT)[3][23]. The proposed TCAD
solution is a machine learning-based network intrusion detection
system, which is capable of improving the investigatory practices
of LEAs in the area of digital forensics, with a particular focus on
network forensics.

The remaining part of the paper is structured as follows:

e Section 2 offers a comprehensive overview of network foren-
sics within the larger context of the digital forensic field. It
discusses solutions for intrusion detection in network foren-
sics and provides examples of tools used in network foren-
sics.,

e Section 3 outlines the approach, architecture and information
flow in the proposed TCAD tool,

e Section 4 presents the dashboards of the solution, showing
the particular views that are useful both in real-time network
anomaly detection, as well as in the offline forensics process,

e Section 5 concludes the paper.

2 NETWORK FORENSICS - TECHNIQUES,
TOOLS, CHALLENGES AND TRENDS

2.1 Network forensics as a part of digital
forensics practices

Digital forensics, which aims to uncover, interpret, and preserve
electronic evidence related to cybercrimes, can be categorized into
sub-domains based on the type of evidence or, more specifically, on
the source of specific electronic data. [28]. The sub-domains of the
broad digital forensics field include:

e computer forensics — based on operating system data (sys-
tem registry, logged system information), file system data,
application data (e.g. web browsing history) or directly based
on secured files (documents, audio/video files and their asso-
ciated metadata).

e storage forensics — based on physical storage devices, includ-
ing recovery of deleted, overwritten or hidden data.

o network forensics — based on logs from network devices and
network traffic analysis.

e mobile forensics — combining the above sub-domains with
the specificity of mobile devices and mobile communication
infrastructure.

Another approach to the classification of digital forensics branches
is presented in [4], where authors differentiate digital forensics ac-
tivities such as data discovery and recovery, device triage, forensics
on encrypted data, timeline and event reconstruction, network traf-
fic analysis, multimedia-based forensics and device fingerprinting.

Network forensics or network traffic analysis for forensic pur-
poses relates mainly to analyzing logs coming from devices and
both real-time, as well as reconstructed network traffic. Network-
based evidence can be retrieved from devices such as switches and
routers, servers (logs with authentication data, application logs) or
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elements of security infrastructure, in particular intrusion detec-
tion/prevention or firewalls, which gather information about the
network traffic and connections.

According to [1] Intrusion Detection Systems (IDS) have increas-
ingly become vital in the field of network forensics. This importance
is primarily attributed to recent advancements in IDS methodolo-
gies and the swiftly escalating number of threats in network secu-
rity. The information gathered by security tools protecting the net-
work can be valuable for extracting useful data by forensic experts.
In addition, a combination of real-time IDS and incident response
protocols can allow for more effective gathering, preservation and
identification of network data for further investigation.

Another noticeable trend is the growing integration of artifi-
cial intelligence (AI) into cybersecurity processes. This is because
AT and machine learning techniques provide capabilities that en-
hance the efficiency of organizations’ cyber defenses. Numerous
publications introduce novel solutions, in which Al-assisted net-
work monitoring, intrusion detection and incident response benefit
from the latest advancements of artificial intelligence. Al is also
becoming present in commercial cybersecurity solutions. State of
the art of Al in network traffic analysis for forensics purposes is
provided in [4] and [19]. The nature of data associated with net-
work forensics makes AI/ML techniques promising for forensics
tasks, including more efficient automation of analysis, intelligent
filtering of data, detection of events and patterns in big data, and
in particular, improved accuracy, adaptability and scalability of
such solutions. According to the surveys, Al-assisted IDS can be
used in real-time evidence collection, as well as in an offline man-
ner. IDS enhanced by the Al algorithms can be used offline in the
batch mode, as part of the post-incident investigation, for example
to discover indicators of compromise (IoC) not discovered by the
security system protecting the analysed network. Random Forest
(RF), K-Nearest Neighbor (KNN), Decision Tree (DT), Random Tree
(RT), Deep Neural Network (DNN) and Support Vector Machines
(SVM) are the common ML techniques used for the detection and
classification of network intrusions. Both publications [4] and [19]
discuss also current limitations and challenges related to the use
of Al in network IDSs, thus present in Al-assisted network foren-
sics tasks. In particular, the effectiveness of such solutions depends
heavily on the models produced by AI techniques impacted by the
lack of real-world training data. The available datasets are often
vulnerable to excessive imbalance problems, bias, and dispropor-
tionate classes. This can lead to a high number of false positives and
limited accuracy of intrusion/anomaly detection in network data.
Another problem is the complexity of the ML algorithms, and thus
computational cost and long time of processing, in particular in the
case of multi-layer deep learning models employed for intrusion
detection.

2.2 Network forensics tools

Numerous scientific publications compile lists of tools and solutions
that are or can be employed in network forensics. These include
both open-source and widely acknowledged traffic analyzers, in
addition to more advanced, proprietary solutions from the cyberse-
curity domain.
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For example, the authors of [21] discuss tools for analysis of
network traffic at the level of packets. Packet-level analysis is de-
fined here as the traceback technique, which is a part of network
forensics, and can be used to reconstruct the entire network traffic
at a selected point in time, to find traces of suspicious online be-
havior, data breaches, malware infections or attempts of different
cyberattacks. The analysis of packets can be also helpful in the task
of reconstruction of multimedia or textual evidence communicated
over the analysed network, such as images or documents sent e.g. as
e-mail attachments. The authors provide an outline of the network
tools including tools for intrusion detection/prevention, anomaly
detection, web proxies, vulnerability assessment frameworks, tools
for network analysis, scanning and monitoring, that are used for
network forensics purposes. The discussed tools include solutions
starting from packet sniffers developed in ‘90s or early ‘00s, such as
Wireshark [27] and TCPdump [26], through open-source IDS/IPS
solutions (e.g. Snort [22] and later Suricata [25]), TCP/IP dump ana-
lyzers (e.g. ipsumdump), network auditing and penetration testing
tools (e.g. Dsniff [8]), ending at deep packet inspection, analysis of
live traffic captured as PCAP files or aggregated in network flows.

The authors of [6] also provide a list of sample network forensics
tools, highlighting their distinct roles and capabilities. For example,
the Xplico tool [10] is discussed as an example of an open-source
network forensic analysis tool used to obtain files (audio, video, im-
ages, text files) reconstructed from captured network traffic. Tools
for network troubleshooting and procedure examination such as
OmniPeek [9] can be used by LEAs for packet inspection, while IDS
tools (e.g. NetDetecor [11]) are used for the discovery of malicious
activities based on the collected data. Network Forensics Analysis
Tools (NFATs) and Network Security and Monitoring Tools (NSMTs)
analysed in [28] used for the analysis of collected data include a
variety of solutions such as packet sniffers, tools for capturing live
network traffic, vulnerability scanners, tools for network traffic
measurement, monitoring, planning, and detection of security vio-
lations, honeypot designers, anomaly detection solutions, tools for
reconstructing and replaying network traffic or solutions designed
to the OS fingerprinting. A similar list of discussed tools is provided
in [18].

It should also be stressed that there are two general network traf-
fic collection approaches that can be used for network forensics pur-
poses and that determine used tools. These are "stop, look, and lis-
ten" (SLAL) and "catch-it-as-you-can" (CIAYC) approaches [28][18].
The SLAL data collection focuses on real-time processing and selec-
tive data storage in which only relevant data needed for analysis
(meeting predefined criteria) is stored in the database. In the CIAYC
approach, all packets are sent to a traffic point and stored in a data-
base for further investigation. In this method, investigators have to
deal with the challenges of storage of potentially huge volumes of
data and data retention issues, however, it ensures that all packets
are stored, allowing for the identification of patterns, anomalies, or
security incidents that cannot be detected in real-time.
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3 PROPOSED TRUSTWORTHY
CYBER-ATTACK DETECTOR TOOL

In this section, we proposed the Trustworthy Cyber-Attack Detector
- a novel solution able to detect hidden patterns of malicious activ-
ity in the network data, based on machine learning algorithms. The
TCAD tool is developed in the European Commission co-funded,
Horizon 2020 R&I project STARLIGHT (Sustainable Autonomy
and Resilience for LEAs using Al against High priority Threats).
STARLIGHT, coordinated by CEA (Commissariat & 'Energie Atom-
ique et aux énergies alternatives) aims at increasing awareness,
ability, adoption, and long-term results of Al applications in the
European LEAs. One of its goals is to provide LEAs with a toolkit
of Al solutions, enhancing their operational work. TCAD is one of
the tools, comprising this STARLIGHT Al-based toolkit, addressing
the field of network forensics and cybercrime.

3.1 Architecture and data flow

The TCAD includes several components. The core component of
the tool is the Apache Kafka [5], where the data produced and con-
sumed by all the other components is exchanged. Kafka has been
selected as the data exchange engine for the TCAD solution due to
its scalability, fault tolerance, low latency, decoupling, security fea-
tures and support for high throughput and big data processing. The
tool operates on two separate Kafka topics — the one containing raw
data collected from the analyzed network, and the other providing
data processed to find network anomalies. The raw data is collected
using the data acquisition module, containing the probe to listening
the network interface and the collector, where the probed network
data is passed. Data collected from the network interface is repre-
sented in the form of a NetFlow v9 scheme [2], ensuring versatility,
scalability and security for network monitoring purposes.

Fig.1 provides an overview of the high-level architecture of the
TCAD and shows dependencies between particular components.

The anomaly detector component is developed based on Apache
Spark [20]. The benefits of Apache Spark include its speed, simplic-
ity of use, adaptability, in-memory processing, fault tolerance, and
large ecosystem. Data collected directly from the network in the
Netflow format and alerts produced by the TCAD detector module
are transferred with the use of TCAD Kafka and dedicated TCAD
connectors to the Knowledge Database component. Finally, the
TCAD web-based Dashboard allows the user to visualize alerts and
notifications and monitor the network traffic using charts.

It is also worth mentioning, that one of the most important
requirements for the TCAD solution, in particular taking possible
law enforcement applications into account, was security. Due to this
fact, the system is protected by adopting Keycloak, which provides
complete and highly customisable identity and access management
capabilities, including fine-grained access controls, multi-factor
authentication, and Single Sign-On (SSO) features. Keycloak also
supports industry-standard protocols such as OAuth 2.0 [12] and
OpenID Connect [7] assuring compatibility and future scalability.

3.2 Anomaly detection and classification

Anomaly detection in the TCAD solution is carried out in the TCAD
detector component, which is based on Apache Spark. The Kafka
Topic with the NetFlow data feeds Spark using 1-minute windows,
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Figure 1: The architecture of the presented TCAD (Trustworthy CyberAttack Detection) solution

grouped by source and destination IP address and by the protocol.
The feature extraction is realized with the use of Isolation Forest and
Random Forest Machine Learning algorithms. Isolation Forest filters
the incoming data by marking the flows suspected to represent
anomalous network traffic. These flows are then passed to the
Random Forest algorithm, able to categorize anomalous traffic and
classify it as a specific type of attack.

The preliminary experiments have shown a high efficiency of the
solution. Port scanning, DoS and Brute Force attempts are detected
with accuracy ranging from 95 to 100 percent, with the precision
and recall metrics in the 96-99 percent range.

3.3 Response and Mitigation

TCAD also provides insights into response and mitigation actions
that have to be taken in the context of the discovered anomalies.
This is extremely important not only in securing the network in
the organization in real-time, but also can be helpful for LEAs
investigatory and forensics purposes in the post-incident analysis.
In the TCAD tool, an appropriate response and description of the
attack are adjusted, and the appropriate mitigations are presented
to the user based on information about the detected attack passed
from Kafka to the Knowledge Database. Information about attacks,
relevant responses and mitigations is presented and stored in the
system using the well-known STIX standardized format [17].

The STIX standard ensures a machine-readable and interchange-
able scheme, providing attack-related information in a structured
manner. A STIX object generated by the TCAD tool represents a

specific type of information related to cybersecurity threats, includ-
ing an indicator of the attack (suspicious source address, domain
name, file hash or any other data used to detect threat), attack pat-
tern representing a specific method or technique, course of action
with the guidance for prevention, mitigation and response to the
threat, and information about raw, observed data, associated to the
malicious activity.

Then, the TCAD solution uses the MITRE ATT&CK database
[24] as a source of the reference data on attacks, including relevant
mitigations associated to them. The data available from the MITRE
ATT&CK database has been imported into the system’s knowledge
base in the form of the STIX schema.

4 TCAD IN NETWORK FORENSICS SCENARIO

The TCAD solution provides a web-based interface for visualization
and communication with the end user. The TCAD Dashboard offers
anumber of functionalities that enable both a quick response to net-
work threats in the real-time monitoring scenario and an analysis of
the network events in the post-attack investigatory case. After log-
ging into the application dashboard of the TCAD system, the user
can see the initial, basic screen. The basic view of the Dashboard
displays the status summary of the investigated network with the
charts visualizing network traffic at the selected point of time and
the latest alerts registered and stored in the system, as presented in
Fig.2. In addition to the graph depicting network traffic over time,
users can view the source and destination IP addresses related to
the attack, as well as its timing and the type of alert issued. The user
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Figure 2: A summary view of the network status

can also proceed to further steps, such as investigating the details
of the detected attack and guidance on mitigation and response.

The screen showcasing the details of the traffic behaviour con-
tains information about recognized network attacks in the specific
time span. This screen provides the user information about the
distribution of the attacks based on their type, source IP, protocol,
and the share of byte and packet exchanges. (Fig.3).

Fig.4 shows the next view, allowing a forensic expert to access
detailed information on the detected threat and flow-specific in-
formation, such as IP addresses, flows of incoming and outgoing
packets or bytes, and protocols. A detected threat is characterized
by an indicator of the attack severity.

The description of the attack with links to an external MITRE
ATT&CK database and suggested mitigation actions to terminate

the threat or reduce its impact are presented as it is shown in Fig.5.
The description of the detected and classified attack includes advice
on prerequisites and resources required by the attacker to conduct
the detected type of attack, as well as external source information
on suggested mitigation courses of action.

5 CONCLUSIONS

In this paper, the Trustworthy Cyber-Attack Detector (TCAD)
was introduced, a tool developed in the European Commission
co-funded Horizon 2020 project entitled "Sustainable Autonomy
and Resilience for LEAs using Al against High priority Threats"
(STARLIGHT), as a part of Al toolkit for Law Enforcement Agencies.
The proposed TCAD solution is a machine learning-based network
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Figure 4: Detailed information about the threat

intrusion detection system able to improve the investigative ca-
pabilities of LEAs in digital forensics processes, with a particular
focus on post-incident network analysis purposes. In the paper,
network forensics are positioned in the broader context of digital
forensics, with current trends, challenges and tools used for this
task. The approach is then outlined, detailing the architecture and
information flow within the proposed TCAD tool. Additionally,

the features of the TCAD dashboard are demonstrated through the
analysis of offline network data.

The preliminary results of the experiments showcase the promis-
ing performance of the TCAD in the detection and classification
of attacks from the collected network data. Looking ahead, there
are several directions for future research to enhance the solutions,
including integration with the real-world LEAs systems, further
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development of the dashboard to improve user experience and
implementation of explainability (xAl) algorithms to ensure inter-
pretability and transparency of attack detection and classification
outputs. Moreover, the tool was showcased to end-users at the
ToolFest organized by the STARLIGHT project.
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